
 
 
 
 
 
 
 
 
 
 
 

 
 

Abstract 
 
Mobile wireless communications are now a major piece of the 
enterprise telecommunications puzzle. It has become a business 
imperative for all companies. However, the costs and risks associated 
with mobile wireless communications are in an unrestrained spiral. 
 
Management of mobile wireless communication can be bifurcated into 
1) expense management, and 2) access management. Today, 
management solutions address mobile wireless management 
separate from other enterprise telecommunication management 
solutions.  

While there are numerous expense management challenges 
presented by mobile wireless communications, the more significant 
issue is the security risk resulting from information leakage posed by 
mobile access – devices and users accessing enterprise information 
resources. 
 
Successfully addressing either management challenge – expense 
management or access management, rests on having an accurate 
manifest or inventory of the devices and services in use, and accurate 
profiles of the users employing them. For many organizations, 
addressing mobile communications management as a set of point 
solutions may be acceptable. But for organizations whose business 
models and processes are enhanced by using the network, the 
network-centric organization, it must be part of the overall enterprise 
telecommunications management strategy.  
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Background 

Mobile wireless communications has become a crucial 
communications element for nearly all enterprises. As a result, an 
increasing portion of their telecommunications budget is allocated for 
mobile wireless communications and access. Research company 
Gartner estimates that enterprises spent more than $35 billion in 2003 
on mobile wireless services. Amplifying that, the Yankee Group has 
estimated that 25% of an enterprise’s telecom budget supports 
wireless communications. Service and equipment expenses are the 
primary contributors to this multi-billion dollar tsunami that makes 
expense management of mobile wireless communications essential. 
 
The initial wave of mobile communications was the adoption of 
cellular phones and pagers. Individuals often informally sourced 
services and equipment and then submitted expense reports for 
reimbursement. Today, there remains a strong tendency, even in the 
largest enterprises, to view mobile communications as a personal, 
rather than enterprise, choice. This presents a significant expense 
management challenge. 
 
More recently, access-centric mobile devices (PDAs, handheld 
computers, etc.) and services have proliferated. There is an 
increasing expectation that users will be able to access enterprise 
network resident information. In addition to increased customer 
support demand, this expectation drives a requirement for enterprise 
management of networks, systems, applications and information, and 
control of information leakage.  
 
Like the early PC-influx that eventually forced traditional IT to 
incorporate PCs into their strategies, network and telecommunications 
managers are faced with the need to integrate mobile wireless 
communication and access devices into their enterprise 
telecommunications infrastructure. 
 

Managing Mobile Wireless Communications  
 
Mobile wireless communication presents a duality of management 
needs that reflect the pillars of mobile wireless – expense 
management and access management. These management 
requirements are:   
 

 Expense management of mobile wireless communications  
• Manage expenses associated with acquiring, deploying 

and using mobile communications. This includes 
equipment acquisition cost and on-going service costs.  
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 Access management of mobile communications 
• Impact of mobile access on enterprise network 

resources.  
• Intrusion and information leakage posed by mobile 

access.  
• Information and application synchronization, and 

license management for mobile devices 
 
As mobile wireless communications becomes embedded in the 
business model and processes of the network-centric organization, 
the access imperative of mobile communications devices and services 
increases. That in turn, changes the focus of mobile communications. 
This is depicted in the accompanying graphic. 

 
In a recent survey1 of telecommunications executives in large 
enterprises, over 30% of those participating indicated the choice of 
mobile equipment and services at their companies is strictly ad hoc – 
no central authority governs the purchase or use of mobile wireless 
communications equipment and services. This emphasizes the need 
for more formal deployment and management of mobile wireless 
communication. (1 Optimize, a CMP Publication, December 2003)  
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Mobile Communications Expense Management  
 
Expense management of mobile wireless communications begins with 
the procurement process – What services? What service plans? What 
carrier? What equipment? What options? How much is being paid?  
 
Because acquisition of mobile services is often informal, consistency 
of carriers, services, rate plans, and equipment across the enterprise 
can be an issue. Getting this component of the supply chain under 
management is a balancing act. The enterprise needs to better 
manage the deployment of mobile communications while not wanting 
want to stifle creative application and use. 
  
Expense management of mobile wireless communications is most 
similar to invoice-auditing and contract management for other 
telecommunications services and assets. The same decision making 
criteria that network-centric organizations use in deciding how best to 
address the expense management of telecommunications 
management for wired voice and data services, applies when deciding 
how to manage mobile wireless communications 
 
 

Mobile Access Management  

Mobile access is a crucial defining characteristic of network-centric 
organizations. As mobile users attempt to connect more mobile 
devices to the enterprise network, the greater the impact those 
devices can have on the network. Ad hoc mobile access deployment 
may stress system and bandwidth resources. 
 
More significantly, the impact of leakage of critical information caused 
by mobile access far outweighs financial savings gained from 
expense management.  This makes protecting enterprise information 
assets the primary objective of mobile access management. Knowing 
who a mobile device is assigned to, and what information that user 
has access to, is crucial. This requires a reliable and well-managed 
inventory of mobile devices that can be managed in conjunction with 
the enterprises’ security and identity management strategy. Expense 
management of mobile communications without integrated access 
management is not adequate and the shortcomings will only be 
exacerbated by the deployment of Voice over IP  (VOIP).  
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Summary  
 
The current state of mobile wireless communication management is 
fragmented. There are solutions that address expense management 
by introducing supply chain management and rate plan management. 
There are also solutions that are extensions of traditional network 
management systems that help manage network and information 
access needs of mobile users. 
 

Whether devices, services, or 
users are connected with 
wire or are wireless is 
immaterial to the newest 
generation of telecom 
management solutions. For 
all sophisticated enterprises, 
managing mobile expenses 
and mobile access is best 
addressed as a component of 
their inventory-powered 
telecommunications 
management strategy. 
 
Management of mobile 
wireless communications – 
expense management and 
access management should 
be based on an inventory-
powered telecom 
management solution, rather 

than multiple independent management tools and third-party services. 
This helps address expense management by making it easier to 
leverage rate plans and service contracts across an organization and 
to integrate mobile communications with the enterprise security and 
identity management strategy. It also facilitates better access 
management by supporting a managed, formal, deployment of access 
related services and devices.  
 
When this happens, a critical foundational capability becomes 
available to all organizations that rely on or expect to rely on, 
networked communications. 
 

 


